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Decision/action requested

This pCR proposes a key issue for study item on security for 5GS enhanced support of Vertical and LAN Services (TR 33.819).
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References

[1]
TR 33.819 v0.4.0 (S3-191766)

[2]
TS 22.261 Service requirements for the 5G system
3
Rationale

According to TS 22.261 [2] Non-public networks may be deployed as completely standalone networks, or they may be hosted by a PLMN, or they may be offered as a slice of a PLMN. The SA2 study has been completed and in a number of the solutions, it is assumed that a UE can hold subscriptions to multiple NPNs. In SA3, it is defined that subscription identifiers are always stored on the USIM. Whereas this might not be strictly necessary for NPNs. If there are multiple subscription for a UE, it is necessary to define how to store the multiple credentials for multiple subscription in both UE and in the network. Therefore this pCR proposes a new key issue for the storage of multiple NPN credentials and security in correct credential selection in TR 33.819 [1].
4
Detailed proposal

*** START OF CHANGE ***
5.x
Key Issues on NPN Credential

5.x.1
Key Issue #x: Separation and storage of Multiple NPN credentials

5.x.1.1
Key issue details

A UE is defined as a combination of an ME and a USIM, where the USIM contains a credential for one subscription for a PLMN. With NPN, the UE's subscriptions can include operator subscription and one or more specific NPN subscription(s). At any given time, however, only one USIM may be active and the UE would need to switch USIMs if it would like to use credentials for different subscriptions.

According to TS 22.261 [x], NPN may be deployed as a standalone network, or may be hosted by a PLMN, or they may be offered as a slice of a PLMN. This key issue is related to storage of multiple NPN credentials in the UE and at the NPN in all these deployment scenarios. If the same credential is shared with PLMN and NPN access, or with multiple NPN network accesses, then compromise of the security credential at the UE or at any network entity, can lead to compromise of all other networks. A UE may be subscribed to access multiple NPNs. If the UE connects to multiple NPNs, separate credentials need to be stored. Therefore, we need to address how the UE stores the credentials for multiple NPN subscriptions. It is assumed that the operator manages the credentials of both the NPN and the PLMN if the NPN is provided by the PLMN. In addition, we need to address how the UE selects the appropriate credential. Therefore this key issue identifies the need for storing multiple separate NPN credentials and the selection of correct credential for NPN services in the UE and the network.
5.x.1.2
Security threats

Using the same credentials for different multiple NPNs exposes vulnerability. Once the key is exposed, all credentials to all PLMN and NPNs need to be replaced. To avoid this situation, it requires separate storage and use of multiple credentials. Separation of multiple credentials and the correct credential identification is mandatory to preserve privacy of the user. 

5.x.1.3
Potential security requirements

The 5G system shall support the storage of multiple separate NPN credentials. 

The 5G system shall support the security in multiple NPN credential storage and identification of credentials. 

*** END OF CHANGE ***
